CJSM — The Application Process for SEC’s
November 2009

If you are ready to sign up for CIJSM, you need to complete an application form, which you can find
by going to the CJIT website at: https://www.cjsm.net and select the 'Apply Now' button. That will
take you into the process and it will only take a few minutes to complete the form online. You will be
able to request help at several points in the process should you need it. You will be given some
guidance as to whether you need a Mailbox or Server application but as a general rule, small
organisations with under 20 staff will normally use Mailboxes.

When you press the application submit button your application will appear in a ‘process queue' and
will then be reviewed by a CIJSM administrator. The review process need not take long but you will
also need to send a signed copy of the CJIT Terms and Conditions to CJSM, which you will be
asked download during the application process. Please check that you use the correct version.

ALL organisations with more than one user will need to sign the Multiple User version
whatever the type of access.

e For Mailbox applications the review process can be completed as soon as CJIT have
received your signed copy of the Terms & Conditions, so that could be within 24hrs.

e For Server Connections, CJIT still need a copy of the signed Terms and Conditions and in
addition an engineer will normally make contact to ensure that your system is compatible. It
is rare for a system to be incompatible for server access but if your system does fail this
check, it does not necessarily rule out mailbox access.

The application process will ask you to nominate someone to be an administrator - it is normally the
person completing the application. When an organisation is approved, a letter is sent to the
administrator providing sufficient detail for them to be able to log onto the system and how to
proceed; an email is sent at the same time to say that the application has been successful. The
letter normally arrives by Special Delivery so please look out for it and please contact the Helpdesk
if you do not receive it within a week of receiving the email.

Don't forget, if you have any other questions at all, please contact the CJSM Helpdesk and
they should be able to assist - call them on 0870 010 8535 between 08:00 and 19:00 Monday
to Friday, or email: cijsm.helpdesk@cw.com.
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The Criminal Justice Secure eMail senice is an important part of the pracess of jaining Up the Criminal Justice System (CJS) in England and wiales. It Login:
allaws people warking In the IS and those warking to prevent crime, including public, private and voluntary arganisations, 1o send emails containing
Infarmation up o an equivalent of 'Restricta (e sensitive data), In a sacute way. Far the firsttime, its made it passible forthese key aroups of peaple to Username: [

send emails securely to each ofer.

Password:

CJSMuses a dedicated semerto securely transmit emails between connected criminal justice practiioners. Once connected, practitioners can use CISM 1o
send secure emails to ach other and to criminal justice organisations

More Forgotten password? }
Update: Join now:
030372

000
Please remember to keep your Passwords up-to-date more .
Ifyou are not yet connected to the Criminal Justice

Secure emall service, it anly takes a few minutes to
apply online.

Apply now
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Step 1
Click “Apply Now”,

Step 2

eMail Address:

Flease enterthe name of tle

Organisation Name:

Parent Organisation Name:

For “Email Address” enter an email that you have
access to as a further link will be sent.

For “Organisation Name” enter your name and
add “- cafcass” e.g. Joe Blogg - cafcass
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Next steps

Anemall has been sentto you 3t fiyang@eafcass gov.yk explaining how you should proceed
To sign up for CSM, please checkyaur emall and follow the instructions we ve sentto you

Thank you

% [£35M] Application domain already exists - Message (Plain Text) - Latin 9 {150)
| B2 @ paste Al trems -
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CI5M DoMatReply [noreply@system. cjsm.net]
li.yang@cafcass gov.uk.cjsm.net

From:
T
o
Subiect:

[CI5M] Application domain already exists

Sent: Tue 07/04/2009 14:46

hank you for your interest in Criminal Justice Secure eNail.
Vour organisation is already registered with CJSH or a placeholder already exists.
Please click on the link below to find out how to proceed.

https://wyw.cjsm. net/dpplicationzHome.do?id=f62ff56aa45h00beedhOhl1459552d429£2 6500478

*%% Anfonwyd y neges ebost hon drwy vasanaeth ebost Dioge

Step 3

An email

T will
This email and any files and/or attachments transmitted with
the individual or entity to whom they are addressed.

If you have received it in error, plemse delete it from your
any way nor act in relisnce on it and notify the sender inme

the CIJSM website.

be sent to the
address provide in step 2 with a
link. Clicking on the link will open

CAFCASS makes reasonable attewpts to exclude from this e-mai
Imight affect your computer or IT system,

ana Aany aEEaclﬁ ENTS V1FUSes, Or any OCher dEfECE WHICH
but it iz the responsibility of the recipient to ensure that they are virus
free and CAFCASS accepts no liability for any loss or demage arising in any way from their receipt or use.
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Are you applying on behalf of one of the following?
Thank you for coming backto us

*Your email address is similar to the address of other organisations that we already have on our system. It's possible thatyour organisation, or an organisation related to it is already connected to C.JSM or has an application
pending with us.

= Iryour organisation doesntappear on the list helow, please click an the Not on list' bution
= Iyour organisation's name appears on the list helow, please click on it and then click on Continue’
= Ifyou are unsure howrta proceed, you can request a callhack by clicking on the Request callback’ buttan

Toview the details of any organisation on the list, just click on the organisation’s name to highlight it, and then click on ‘det;

ROOT » Non C. Organisations » CAFCASS »

Step 4
Click “Not on list”.

Not on list Request callback

offIcE FOR
CRIMINAL JUSTICE REFORM S

T CI5M Secure eMail - Microsoft Internet Explorer
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e Step 5

Before we can set up your account, we need to determing

Eooe

Select “Yes”.

Is your Mail Server located on your organisation's preNjses? = ves

€ DontKnow: and neither does anyone else that | tan ask

€ DontKnow: but| know someane who can help me answer such questions
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Server Application Described

Your answers so far indicate that your organisation may be eligible to connect to CJSM via a ‘server' connestion.

Onceyouve completed the initial canfiauration and connestion process for a server conectian itis more scaleable and simplerto administer. Itis normally more suitakle for larger arganisations. There is na setup or
subscription fe for this service (although your IT Department may apply some charges)

&l ore You can only be connected to CJSM via server connection if it meets the following minimum pre-requisites

= You operate 3 maintained firewall
= You operate an automatically-updating ant virus policy
= You operate a policy where hardware and software is regularly updated with the latest service packs, patches and security fi

ITyou know that yaur erganisation does not meet these minimum pre-requisites for connection to CJSM, and youwantto applyfara St e p 6

Checklist - make sure you have all the information you need to apply online.

The online application far a server connection cantains a number of technical questions aboutyaur organisation's current mafl can

Please take a minute to reviewrthe following requirements before proceeding with your application for a Server Connection CI |Ck “Make a MaI/bOX Appl’ca tlon ”
= D0 you have the autharityta sian cantracts on behalf of yaur arganisation?
= Ifyes, you will need to print and sign our Terms and Conditions ta accompany your application. These are dj

= Ifnot, wewill need these printed and signed by someone in yaur erganisation who does have the authority
Do yau have the name and contact details of sameone within your arganisation who will be the administrator of t
Do yau know whish mail server your organisation uses?
Do yau know what operating system your mail server uses?
Do yau know whether S5L is currently installed on your mail server?
Do yau know whether you operate a DMZ?
If s, dayou know whether yaur mail server resides in the DMZ?
Do you have & list of all the email domain names that are used in your organisation?
D0 yau know whether you operate a maintained firewall?
Do you knaw whetheryou raintain an anti-virus policy?
Do yau know whether you operate a palicy where hardware and software is regularly updated with the lategl service packs, patches and security fixes 7

CJSM account? (This can be delegated later)

Ifyou feel comfartable with the checklist above then elick on Proceed with Server Application’

Ifyouwantto go away and find outthe information you'l heed to complete the online application then click onfiApply Later® below to exit

Ifyou are not sure who to ask about the technical details ofyour system and wantto diseuss the my tion for your organisation with a CJSM engineer then click on Request a Callback.

Ifyou have any questions ahout using the CJSM Directory, please contact the CISM Hepesk an 0870 010 8535 hetwee™QE:00 and 19:00 Monday to Friday, or email: sism.helpdesk@ow.com

Proceed with Server

»| [npply Later » | [Request callbackf) | [Make a Mailbox
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Mailbox Application Described

You ¢an cannectta CISM by applying for an account, called a malloox, which is hosted by CJEM. Thete is no setup o subscription fee forthis service,
Ityour application i approved, we will give you a new CJSM address thatwill be separate flom your existing email address. Each CJSM address allows you ta store up o 50Mb of emails an the CJSM central server
Please note that your arganisation can still apply to connect ta C.JSM using your arganisation’s existing emall system at a later date ifyou wish

How will | access my mailbox account?

*fou can access your CJSM mailbox by typing the CJSM web address into your intemet brawser, and entering your usemare and
your secure emails

Step 7
Click “Make a Mailbox Application”.

Alternatively, ifyou have an email programme, Outiook for example, installed on yaur computer, you might also be able to ol

Please take a minute 10 review the following requirements befare proceeding with your application for a CJSM m

= Do you have the authority o sigh contracts on behalf of your organisation?
= Ifyes, youwill need to print and sign our Terms and Gonditions to accamp; ur application. These are downloadable later and can be sent in separately 1o the online application
= Ifnot, we will need these printed and signed by someone in your org;
= Do you have the name and contact details of someone within yur org;

ion who will actas the administrator of the CJSM account? (This can be delegated later)

C.ISM Directary, pleaggentact the CISM Helpdesk on 0870 010 8535 between 08:00 and 19:00 Monday to Friday, or email: cism helpdesk@ew.com

Ele Edt Vew Favorites Tools Help

Mailbox Application: Details 1 of 3

The online anplication process will only take a few minutes. You will alse need 1o print o and send back1o s a signed copy of our Terms and Conditions, which you can download atthe end ofthe application pracess.

About your organisation:

[&7pone Organisation Name: Hyang-cafcass

Post Code: = / Step 8

Address Line 1: a

Town:
Switchboard Telephone Number: *

I —— Fill out the necessary fields.

CJareain which your head office s Ioppalrevptmr

Fle Edt Vew Favorites Tooks Help

rosoft Internet Ex

Practice Area:
GBak - = - @ [ G| | adiress [B] rtpsiifvmmw.cismnet Malboxcrganisation. do

Parent Organisatian:

MarKeting Code (if available):

Mailbox Application: Details 2 of 3

Applicant:

Please enter your details below. This will enable us to contact you should we have any questions on your application

st Name: a
Last Name: a
Email Address: kyang@catcass.govik

Telephone Number:

|

Organisation Administrator:

direstory, and also managing users accounts in your organisation. This maybe the same person anplying above. frequired, more administrators can be added once your application is approvey

Flease enter the detalls of the personwho is gaing to be the administrator o yaur arganisation's CJSM accaunt This is the persan who will be respansible for maintaining your arganisation’s contact details on the CJSM

First Name: [ ®

[€7ene Last Name: 7 =
Email Address: 7 =
Post Code: *

Step 9

Address Line 1:

Address Line 2

Direct Telephone Number:

’ fields.

Click “Next”.

eMail Address:

far your O

Show example email address

.
——— Again fill out the necessary
—

Example elfall Address:
Additional Contacts:
There may be times when we have ta contact sameane, such as your business unit manager, 1o letthem knaw ahout new features of CSM, or any scheduled unavailability o7 the CSM senvice

Name Telephone Number eMail Address

knowledge of CUSM andior someone with @ good level of technical knowledge about your organisation's email systern

[goene T Al e

Business Contact 1:  * — — —
Business Contact 2: | — — ——

Thers may he times when we have 1o contact someone in your organisation about technical issues. For large organisations, this would ideally be your IT Helpdesk. (fyou dont have an IT Helpdesk, this would be someone with

Technical Contact 1: | | — ——

Technical Contact 2: | | —— —
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Mailbox Application: Details 3 of 3

To completa yourt application, you need ta download and print our Terms and Conditions of use atthe bottom of this page.
The Terms and Conditions should then be signed by a person who has authority to sign contracts on behalf of your organisation, and sent to OCJR at:

CJSM Administratar
Criminal Justice T
2 Marsham Street,
London,

SV1P 4DF

Once we have recefved the signed Terms and Gonditions, we will contactyour nominated Organisation Administrator, (Li Yang) with their usemame and password ta login to CJSM Secure el

Please note: we cannat accept an electronic signature

the namefs) ofthe person or peop will signthe

Name: | —— TS, f 7 *
Name: [ PO T

Name: r Posttion: |
Please indi

lle user (access far only one user in your organisation), or as a multi-user (access for more than one user inyour organisation).

ingle user (Only one user from your Organisation) *

Multi user (WMore than one user fromyour Organisation)

Step 10
Enter “Name” and “Position”.
Select “Single User’.

Click “Download Terms and Conditions”. You
will be asked to save or open and if a printer
is available print the document.

Step 11 - Final

Complete the terms and conditions and
post to CIJSM.

[Elooe

C15M Secure eM:

B [@ tntermet
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Mailbox Application submitted

Thank you for completing the online part of your Mailbax Application 10 join the CJSH Secure ehiail community.

Please dont forgetto send us a hand-signed copy of our Terms and Conditions (if you have forgotten o download and print the Terms and Conditions you may do so hers)
Ifyour application is accepted, we will send a lefter to your nominated Organisation Administrator (i Yang) which will contain their new username and password
Ifyou have signed the multi-user Terms and Conditions, your administrator will then be able to add more users fiom your organisation to the CUSM system

Ifyou have any questions aboutusing the CJSM Directory, please contact the CJSM Helpdesk on 0870 010 8535 between 08:00 and 19:00 Mondayto Friday, or email: tism.he de skidewr.com.
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Goodbye

Thankyou for your interest in CJSM Secure eail

iy not visit our microsite at uwicism.citgow.uk for further information.
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