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Cafcass Information Assurance Policy

Overview of policy

e This policy outlines the responsibilities and procedures for information management
and data protection at Cafcass.

o It applies to all staff that create, access, and manage case-related and other records.

e The policy explains individual rights under the Data Protection Act, reporting and
managing data breaches, ensuring information security in physical and electronic

forms, and proper archiving and record retention practices.

Why this is important for children and families

We want the children and families we work to trust in how Cafcass manages their personal and

sensitive data. This involves ensuring information availability, accuracy, security, privacy, and

quality, all of which work together to build trust and minimise potential risks.

1. Introduction

1.1 The Chief Executive (CEO) has overall responsibility for ensuring that information
risks are assessed and managed, supported by the Senior Information Risk Owner
(SIRO), The Director of Strategy.

1.2 Day-to-day responsibilities are delegated to the Information Asset Owners (IAOs), the
Head of Legal, the Information Assurance Manager and the Information Assurance
Officer. All are available to advise on specific information assurance issues.

1.3 Cafcass as a public authority is required by the UK General Data Protection Regulation
to appoint a Data Protection Officer. The Information Assurance Manager is the Data
Protection Officer for Cafcass. They are responsible for monitoring internal compliance;
advising on Cafcass’ data protection obligations, providing advice regarding Data
Protection Impact Assessments (DPIAs), data sharing and act as a contact point for
data subjects and the Information Commissioner’s Office (ICO).

1.4 The Information Asset Owners (IAO) for the following key records (‘assets’) are:

Business Area

Information Asset Owner (IAO)

Business Analytics and MOP

Head of Business Analysis

Case and complaints records

National Director of Operations

Finance records

Director of Resources

Health and safety records

National Estates Manager

HR records

Head of HR

IT Systems

Head of IT / Chief Information Officer

Legal records

Head of Legal Services

Policy and research

Assistant Director - Policy

Procurement records

Head of Procurement

Public relations records

Head of Communications

15 It is the responsibility of the IAOs to address risks to their assets and provide regular
updates to the SIRO. IAOs must know what information Cafcass holds and how it is
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used, including responding to requests for access and knowing who has access to the
asset information.

1.6 Staff should be made aware of the legal obligations relating to information assurance
that affects them and undertake regular mandated training on those obligations.

1.7 All staff must undertake training in information assurance. All new social work staff
must undertake information assurance training within 2 months of commencing
employment. All other new staff must undertake information assurance training within
1 month of commencing employment.

1.8  All staff are expected to re certify every three years but will be expected to keep up to
date with bulletins and news items on information assurance which relate to any new
legislation or guidance on data protection.

1.9 Failure to comply with instructions contained in this policy may amount to misconduct
resulting in disciplinary action.

1.10 This policy should be read in conjunction with Cafcass’ IT Policy and Procedures. All
staff should ensure their use and management of information is compliant with
Cafcass’ IT Policy and Procedures.

2. How to meet information management standards

2.1 All information must be kept securely and adhere to the ‘data protection principles’ set
out in the Data Protection Act 2018. Information on the process for reporting and
handling data breaches is set out in section 3 of this policy.

2.2 All electronic case files can be found on ChildFirst. Locations of archived paper files
must be held by the local office in the first instance; where there is subsequent transfer
of records between departments / offices and authorised external organisations, the
Governance team must be informed in order to keep a central record of file location.

2.3  All recorded communications are subject to Data Protection and Freedom of
Information (FOI) legislation and can also form part of a corporate record. Recorded
communications could be used as evidence in legal proceedings and may be released
to the public in response to a FOI request or as part of an individual’s right of access
request.

2.4 Whenever an email/letter is sent or received a decision should be made about whether
it needs to be kept as a record. A record is defined as data forming part of a relevant
filing system.


https://intranet.cafcass.net/departments/Documents/IT/IT%20Department/IT%20Policy/IT%20Policy%20and%20Procedures%20v2.2%20February%202019.pdf
https://cafcass.sharepoint.com/sites/LegalAdvice/SitePages/Data-Protection-Guidance.aspx
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25 All records must be authentic, reliable, useable and have integrity.
Description | Definition To meet this standard:
Authentic An authentic record is | Each office must implement Cafcass national
record arecord that is credible | procedures as set out in the Recording and
and authoritative, and Retention Policy and specific business area
could be used as procedures. Staff must control the creation,
evidence. receipt, transmission, maintenance and disposal
of records in accordance with the national policies
and procedures. Record creators must be
identifiable on the records. Cafcass records must
be protected from unauthorised addition, deletion,
alteration, use and concealment.
Reliable A reliable record is one | Records must be created at the time of the
record whose content can be | transaction or activity or soon afterwards. They

trusted as a full and
accurate
representation of the
transactions, activities
or facts they concern.

should be created by staff who have direct
responsibility for record creation.

Integrity of a

The integrity of a

Offices must have access controls in place to

record record refers to it being | specify what additions / alterations can be made
complete and and by whom. Any changes to a record should be
unaltered. clearly indicated by the member of staff making
the change. All staff are responsible for keeping
records secure and for holding them in a format
that remains reliable until the date of destruction.
Useable A useable record is It is essential that Cafcass filing systems in
record one that can be practice are simple and easily understood by the
located, retrieved, users of the system.
presented and
interpreted.
2.6 Individuals have a number of rights under the UK Data Protection Act 2018. An

individual has the right to be informed (Cafcass Privacy Notice), the right of access
(Subject Access Requests), the right to rectification, the right to erasure, the right to
restrict processing, the right to data portability, the right to object and the rights in
relation to automated decision making and profiling.

The data subject rights are not all absolute and need to be assessed and responded
to within one month of the request being raised. Each request is assessed on a case
by case basis and as such all individual rights requests need to be shared with the
governance team as soon as possible.

2.7

If Cafcass are satisfied that the personal data held is accurate, relevant and necessary,
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https://cafcass.sharepoint.com/sites/policy/Policy%20and%20guidance%20document%20library/Forms/AllItems.aspx?id=%2Fsites%2Fpolicy%2FPolicy%20and%20guidance%20document%20library%2FRecording%20and%20Retention%20Policy%2Epdf&parent=%2Fsites%2Fpolicy%2FPolicy%20and%20guidance%20document%20library
https://cafcass.sharepoint.com/sites/policy/Policy%20and%20guidance%20document%20library/Forms/AllItems.aspx?id=%2Fsites%2Fpolicy%2FPolicy%20and%20guidance%20document%20library%2FRecording%20and%20Retention%20Policy%2Epdf&parent=%2Fsites%2Fpolicy%2FPolicy%20and%20guidance%20document%20library
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individuals should be informed accordingly. A note should be added to the case file to
show that the information has been contested to maintain an accurate recording of the
individuals information. For further information on the requirements of case recording
please refer to Cafcass Recording and Retention Policy.

Data Breaches

All data and security breaches and other breaches of data protection legislation must
be reported internally. All staff must inform their line manager and the Governance
team via the Governance email address when a breach is known or suspected.

Breaches and suspected breaches must be reported to the Governance team within 48
hours of staff becoming aware of the breach or suspected breach.

The instructions to be followed when a data breach is known or suspected are on the
Data Breaches intranet page.

Members of staff responsible for a suspected data breach must complete a data breach
incident reporting form as soon as possible and within 48 hours of becoming aware of
the incident. They must send the form to Governance and their line manager.

Breaches of personal data must be reported to the relevant supervisory authority where
the breach is likely to result in a risk to the rights and freedoms of the individual. Such
risks include loss of control over their data or limitation of their rights, discrimination,
identity theft or fraud, financial loss, damage to reputation and emotional distress.

The supervisory authority is the Information Commissioner’s Office (ICO) and such
breaches must be reported to the ICO as soon as possible but this must be within 72
hours of Cafcass becoming aware of the breach, where this is feasible. The information
to be included in the notification to the ICO is set out within the ICO’s guidance on
personal data breaches. The process for notifying the ICO is managed by the
Governance team.

The information which has to be provided to the ICO is detailed and extensive so the
individual reporting the breach must provide as much information as possible to
Governance about the circumstances and the content of the data which has been lost
or disclosed without authority.

When assessing whether a data breach should be reported to the ICO, the Governance
team will consider the level of risk to the individual by taking into account:

e The lawful basis in the processing of information based on the Family
Procedure Rules.

e the nature and sensitivity of the information

¢ the number and identity of unauthorised recipients

e suspected impact to those whose information has been breached

e suspected impact on Cafcass

Each incident will be considered individually but the following are examples of how risk
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https://cafcass.sharepoint.com/sites/policy/Policy%20and%20guidance%20document%20library/Forms/AllItems.aspx?id=%2Fsites%2Fpolicy%2FPolicy%20and%20guidance%20document%20library%2FRecording%20and%20Retention%20Policy%2Epdf&parent=%2Fsites%2Fpolicy%2FPolicy%20and%20guidance%20document%20library
mailto:governance@cafcass.gov.uk
https://cafcass.sharepoint.com/sites/feedback/SitePages/Data-breaches.aspx
https://cafcass.sharepoint.com/sites/feedback/SitePages/Data-breaches.aspx
https://cafcass.sharepoint.com/sites/feedback/SitePages/Data-breaches.aspx
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/
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is likely to be assessed:

e Limited personal information such as a name and address disclosed in a
Welcome Letter to one unrelated individual would be considered a low risk.

e Sensitive personal information disclosed to one unrelated individual such as a
Safeguarding Letter containing information from the police national computer
or the results of local authority checks, would be considered to be a medium
risk. Breaches which are considered medium risk may be reported to the ICO,
depending on the circumstances of the incident. Disclosure of confidential
sensitive information which could cause harm or other risks to the data subjects
would be considered a high risk. High volumes of confidential sensitive
information disclosed to a large number of unauthorised recipients would also
be considered a high risk. Breaches which are considered high risk will be
reported to the ICO.

3.10 Apology letters may be issued to those involved for high risk breaches. The
Governance Team are responsible for determining whether apology letters are
required and will advise staff when these are needed.

3.11 Breaches that are identified as very high risk will be raised with the DPO, SIRO and
Head of Legal, and managed by the Governance team. These breaches will be
reported by Governance to the relevant Head of Practice, Assistant Director and
Information Asset Owner. All breaches reported to the ICO are to be reported as a
Significant Incident Risk (SIR) by the relevant Director.

4, Security of information and Cafcass premises

4.1 Cafcass information held in both paper and electronic form must only be accessed by
staff who have a legitimate business requirement to view the information. In particular,
access to ChildFirst cases which are not allocated to the individual practitioner or team,
while lawful, should not be exploited, and is therefore prohibited unless there is a
reason recorded on the case file for this access. National Office staff who require
national case access as part of their work do not need to record this on the case file
but must only access those cases strictly necessary. Any member of staff with
administrative level access to ChildFirst must obtain SC clearance before gaining
administrator access.

4.2 Cafcass information must not be sent by staff, including Cafcass associates, to their
own personal email addresses, in particular if the emails contain personal information
about Children and families or other individuals. Cafcass provides all employees with
a secure email address and that is the only email address that can be used for Cafcass
business.

4.3  Cafcass staff are authorised to send protected information to agencies and children
and families via email. This information must be sent using Egress software, which is
available to all staff through Microsoft Outlook. For the purposes of this policy,
‘protected information’ refers to confidential information and any personal data from
which an individual can be identified.
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4.4 In order to minimise the risk of a data breach:

e Before sending protected information to a new email recipient, staff must send a
‘verification’ email to confirm the correct email address, which is achieved by the
intended recipient confirming their identity.

e Wherever possible, staff must use the ‘reply’ option when responding to an email,
rather than manually typing the email address, to avoid inaccuracies.

o Staff are encouraged to generate emails directly from ChildFirst.

e When sending emails from a work phone staff must ensure to prefix the subject
heading with ‘encrypt’ to ensure the email is sent securely.

o Always check that the address you are using is the correct one and that the
contents/attachments are relevant.

e Always check any post to ensure the correct documents are being sent.

4.5 Staff must actively consider the appropriateness of using email to discuss sensitive
subjects. All emails may be monitored by Cafcass to ensure correct usage.

4.6 If a practitioner in exceptional circumstances removes any case papers from the office
particular care must be taken to ensure their security.

4.7 All filing cabinets and any other storage containing personal data of any kind must be
locked overnight.

4.8  Any papers or documents that contain sensitive, personal or confidential information
which require disposal e.g. handwritten notes or meeting papers must be disposed of
securely by using the confidential waste bins located in offices.

49 Cafcass requires all offices, via the Business Service Manager, to:

e Hold a list of all staff that access the building

¢ Provide temporary identity passes to visitors to the office

¢ Insist all desks and printers are clear of personal information on a daily basis, and
use lockable cabinets to store personal information.

e Complete an induction checklist with new members of staff

e Be protected by an alarm system when the building is not occupied

¢ Have lockable internal access systems e.g. keypad, swipe cards. Keypad codes
must be changed on a regular basis

e Keep cabinets where there is no public access

e Lock all communications equipment cabinets and locate them away from public
access areas

e Use a key safe with a combination lock or digital locking mechanism

4.10 Cafcass requires all staff to:

o Make sure that all keys are locked away in a key safe when not in use

o Inform Business Service Managers when keys or building passes are lost

e Wear ID badges

o Remove and lock away any papers and files containing personal information when
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leaving the office at the end of the working day, or for a major part of the day.

e Use lockable cabinets to store files containing personal data

o Make sure all personal information is not visible to members of the public; in
particular while travelling ensure that no other person can access any protected
information if they are using a laptop, reading paper files or speaking on the phone.

e Log out of or lock computers or smartphones when not in use or left unattended,
even for short periods.

e Ensure any printed information is not left at the printer.

o Ensure their desk is clear when leaving the office at the end of the day, or for a major
part of the day.

e Always check when information is being sent out that it is being sent to the correct
and up to date address.

e Check that any correspondence does not contain information about other cases.

4.11 The requirements for Cafcass staff as set out in section 4.11 above apply across all
working environments, including Cafcass offices; home and remote / mobile working.
Staff working remotely should take particular care to ensure security on information
outside of Cafcass offices.

5. Archiving and record retention
5.1 The retention schedule document (Appendix 1) sets out how long non-case records

must be retained. The Recording and Retention Policy covers the retention of case
records. Records must be archived in accordance with the retention periods document.

5.2 Itis the responsibility of all Cafcass staff involved in record management to keep robust
management systems in order to retrieve archived records.

5.3 A record should be kept of what records have been destroyed, with a note of
authorisation and the method of destruction appropriate to the sensitivity of the record.

5.4 Please seek advice from the Governance Team or IT Security Officer on how to
dispose of records that cannot be deleted or shredded.

Owned by Shabana Jaffar, Head of Legal

Approved on May 2023

Implemented August 2023

Version 4.13

Amended May 23 - Updated that it is Cafcass’ responsibility (and not the Head of Legal) to
ensure staff are made aware of their legal obligations in relation to information
assurance

Next Review May 2026
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